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Release Note for Vigor180 Series

Firmware Version:

5.4.4.2

Release Type:

Critical — Upgrade immediately to address urgent security issues or major
system risks

Applied Models:

Vigor180 / Vigori80v

Vigor180, a XGS-PON router, provides high-bandwidth, low-latency network connections through optical

fiber, suitable for home and business high-speed Internet access needs.

New Features

[ ] None.

Improvement

[ ] Improved: Strengthened Linux kernel security to mitigate CVE-2021-0920, CVE-2021-22600,

CVE-2022-0185, CVE-2022-0492, CVE-2022-2586, CVE-2024-1086, CVE-2024-3697],
CVE-2024-50302 and CVE-2025-38352.

Known Issue

[ ] None.
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