NO: AP1101-2 V.1

Release Note for Vigor2865 Series

Firmware Version: 4523

Release Type: Important — Review release notes and upgrade if the changes affect your
system stability, performance, or security

Applied Models: Vigor2865 [ Vigor2865ac / Vigor2865Vac
Vigor2865L [ Vigor2865Lac / Vigor2865ax

Vigor2865 Series is a VDSL2/ADSL2+ Security Firewall router integrating a DSL modem which is compatible
with variants of ADSL and VDSL, including profile 35b Super Vectoring.

New Features

[ ] None.

Improvement

® |mproved: Support to check and upgrade firmware for the 5G NR RM520N-EU module.

®  Corrected: An issue that Remote Management TOTP does not work properly.

File and Modem Code

®  "Vigor2865_v4.5.2.3_STD.zip" provides Annex A modem code 8B0F07_8B0701 and 882607 _8B0BO],
and Annex B modem code 8B2607_8B0B02 and 8B2817_8B0812.

®  "Vigor2865_v4.5.2.3_MDMIl.zip" provides Annex A modem code 8BI117_8B0701 and 8BOF07_8B070],
and Annex B modem code 8B2817_8B0812 and 8B2607_8B0B02.

®  "Vigor2865_v4.5.2.3_MDM2.zip" provides Annex A modem code 8D1917_8D0CII and
8D1507_8D0901, and Annex B modem code 8D1917_8D0C12 and 8B2817_8B0812. Recommended
for Australia.

®  "Vigor2865_v4.5.2.3_MDM3.zip" provides Annex A modem code 77C717_8DOC11 and
8D1507_8D0901, and Annex B modem code 77C717_8D0C12 and 8B2607_8B0B02.

®  "Vigor2865_v4.5.2.3_MDM4.zip" provides Annex A modem code 8DIC17_8DOEI and 8D1B17 _8DOET],
and Annex B modem code 8DIC17_8DO0EI2 and 8D1917_8D0C12.

®  "Vigor2865_v4.5.2.3_MDMb.zip" provides Annex A modem code 8DIF17_8DI011 and 8D1917_8DOCI],
and Annex B modem code 8DIF17_8D1012 and 8D1917_8DO0CI2.



Known Issue

@® A firewall can restrict/drop unwanted inbound WAN traffic such as VPN requests. The router's
firewall block rules can stop remote management and VPN access. It is recommended to review
the firewall settings before upgrading.

®  For "ax’ series model:

The wireless clients might encounter unexpected trouble (e.g., unable to use the printer on LAN)
while accessing into Internet if the hardware acceleration is enabled.

To skip hardware acceleration for certain devices, the following telnet command can be used:
ppa -E-el

ppa -E -a AA:BB.CC:XX:XX:XX nat[bridgelipsec

Note

® |Psec HMAC (MD5) is no longer supported.
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