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Group : Block

[V] Enable
Comment : IBlokkeer alles I (Optional)

=) Apply @ cancel
1P Filter Bx)

Group : Pass

[V] Enable
Comment : IUizonderhgen |(0ptional)

=] 2oy @ cancel
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@ Add YK Edt [[]) Delete &S Refresh 4 MoveUp ¥ Move Down
Group Enable Comment
b Blck true Blokkeer alles
P Pass true Uitzonderingen
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Rule -||X
Profile : Block_SMTP
Enable
Action : Block If No Further Ma... | v |
Next Group : lPass ]v I
1. Terminate in IP Filter if group is assigned.
Hint : 2. Traverse fiter functions from left to right until Default Policy if group is set
empty.
SysLog: () Enable (e Disable
Input Interface : |ALL LANS |v|
Output Interface : |wan1 [v|
If no object is selected in a category, the case of 'Any" is applied
Firewall Objects
[5) Time Schedule B
P Time Object
P Time Group
(=) Service Protocol
4 Service Type Object L
Profile Protocol Source Port Start  Source Port End  Destination Por... Destination Por... Edit 1
RTSP TCPUDP 1 65535 554 554 D 2 B
SFTP TCP 1 65535 115 115 > 2
SMTP TCP 1 65535 25 25 B
SNMP TCP/UDP 1 65535 161 161 " 2
SNMP_TRAPS  TCP/UDP 1 65535 162 162 E
SQL_NET TCP 1 65535 1521 1521 )e
SSH TCPAUDP 1 65535 2 2 [ Y& [=
P service Type Group
(=) Incoming Country Filter
P Source Country Object (At most accept 15 countries)
(=) Out-going Country Filter -
[ appy @ cancel
45" #
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Rule - X
Profile : SMTP_server_allow
Enable
Action : lAccept ]v |
Next Group
SysLog: (  Enable (e Disable
Input Interface : IALL LANS IVI
Output Interface : Iwam ]v l
If no object is selected in a category, the case of ‘Any" is applied
Firewall Objects v
(= Time Schedule B
P Time Object
P Time Group
(=) Service Protocol
4 Service Type Object 3
Profile Pre | S Port Start S PortEnd  Destination Por... D Por... Edit
] PPITP LAV 4 1 I35 was as PLY
RCMD TcpP 1 65535 512 512 X L
REAL_AUDIO TCP 1 65535 7070 7070 )&
RTSP TCP/UDP 1 65535 554 554 *x
SFTP TCP 1 65535 115 115 Of E
L Tcp K 65535 g 2
SNMP TCP/UDP 1 65535 161 161 > 2 El
E SAMD._TRADS. ainl Nialal A LEE2E ALD. AR, [ \&
P service Type Group
(=) Incoming Country Filter
P Source Country Object (At most accept 15 countries)
(=) Out-going Country Filter -
[5) Aoy @ cCancel
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4 Source IP Object
Profile Address Type Start IP Address End IP Address Subnet Mask Edit
SMTP_srv Single 192.168.1.254
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Port Redirection (=)¢)
Profile : FTP
[¥] Enable
Port Redirection Mode :
WAN Profile : wan v
Use IP Alias : No v
Protocol : TcP v
Public Port : 21
Private IP : 192 168 1 254
Private Port : 21
Note :
In 'Range-to-Range(IP)' Mode the Private IP End will be
cak ulated
automatically once the Public Port Start and Public Port End
have
been entered.
(=) Ay @ cancel
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IP Filter Ex)
Group : Block
[¥] Enable
Comment : |Blokkeer alles I(Opﬁonal)
[=] Acpy @ cancel
IP Filter =6
Group : Pass
[¥] Enable
Comment : IUizonderhgen I(Optional)

=) Aoy @ cancel
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@ Add YK Edt [f]) Delete &S Refresh 4 MoveUp ¥ Move Down
Group Enable Comment
P Block true Blokkeer alles
P Pass true Uitzonderingen
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Rule - X
Profile : Block_FTP
[¥] Enable
Action : [Block If No Further Ma... | v |
Next Group : IPass lv ]
1. Terminate in IP Filter if group is assigned.
Hint : 2. Traverse fitter functions from left to right until Default Policy if group is set
empty.
SysLog: () Enable (e Disable
Input Interface : Iwam ]v !
Output Interface : [ALL LANS [v]
If no object is selected in a category, the case of 'Any' is applied
Firewall Objects
(3) Time Schedule B
P Time Object
P Time Group
(=) Service Protocol
A Service Type Object 3
Profile Pre I S Port Start S PortEnd D Por.. D Por.
H_323 TCP 1 65535 1720 1720
HTTP TCP 1 65535 80 80 —
HTTPS TCP 1 65535 443 443
IKE uDP 1 65535 500 500
IRC TCP/UDP 1 65535 6667 6667
L2TP uoP 1 65535 1701 1701
NEWS TCcP 1 65535 144 144

P service Type Group
(=) Incoming Country Filter

P Source Country Object (At most accept 15 countries)
(=) Out-going Country Filter

[=] Apoy

@ cancel
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